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THE RESULT: EXTENDED DOWNTIMES 

Why Healthcare 

Common Impacts  

Network Dependency 
Documentation: EMR, procedure orders, patient education   
Priority Applications: pharmaceuticals, imaging, cardiac monitoring, etc.   
Resources: supply movement, printers, telephones, email 

Complete technical downtime: 1-2 weeks complete 
Average recovery time: For applications approximately 21- 56 days
Adjustment to workflow: paper charting, paper order sets, etc. 

Technology: Reliance on technology for patient care creates vulnerability 
Preparedness: Limited preparedness for large scale cybersecurity attacks 
Increased Risk: Operating in downtime creates increased risk  



IMPACT TIMELINE 
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I CANNOT STRESS THIS ENOUGH, EVERY 
MINUTE WE ARE THERE WE FEEL LIKE WE 
ARE PLAYING WITH OUR LICENSE

“
Scripps RN following 2021 Cyber Attack ”

THEY WERE TRYING TO REMEMBER 
EVERYTHING THEY KNEW ABOUT A PATIENT, 
BUT NONE OF THAT IS ACCURATE, OUR 
BRAINS ARE NOT DESIGNED TO BE 
ELECTRONIC MEDICAL RECORDS. THAT’S 
NOT SAFE, AND WE ALL KNOW IT.

“

Vermont Health Network RN following 2020 Cyber 
Attack 

”



INCREASING DOWNTIME MATURITY 
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RESOURCES

Health Sector Coordinating Counsel  
Cyber Working Group.

• Operational Continuity Cyber 
Incident (OCCI) Checklist 

• Coordinated Healthcare Incident 
Response Plan (CHIRP)

• From Panic to Plan: Executive 
Strategies for Handling 
Cybersecurity Incidents 

https://healthsectorcouncil.org/occi/
https://healthsectorcouncil.org/occi/
https://healthsectorcouncil.org/coordinated-healthcare-incident-response-plan/
https://healthsectorcouncil.org/coordinated-healthcare-incident-response-plan/
https://healthsectorcouncil.org/wp-content/uploads/2024/10/Cyber-Incident-Response-Executive-Checklist.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/10/Cyber-Incident-Response-Executive-Checklist.pdf
https://healthsectorcouncil.org/wp-content/uploads/2024/10/Cyber-Incident-Response-Executive-Checklist.pdf
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TAKING ACTION

• Cybersecurity Annex / Incident 
Response Plans

• Incident Command Framework 
• Communication Plan for 

Cybersecurity Events
• Collaboration with 

Cybersecurity, Business 
Continuity, Disaster Recovery

• Integration of cybersecurity 
hygiene into regular training. 

• Overview of different 
cybersecurity incidents and 
potential impacts. 

• Extended downtime training 
and education.

• Evolve exercises to include 
cybersecurity and downtime 
objectives. 

• Integrate downtime exercising 
into regular maintenance 
windows. 

• Start small and build over time.
• Workshop, TTX, Simulation, Full 

Scale Exercise

Training & Education Exercises Emergency Operation Plans



WORKSHOPS | EXERCISES | 
SIMULATIONS 

MULTI-DISCIPLINARY 

• Leverage Emergency 
Management partnerships. 

• Identify opportunities for 
leadership and executive 
participation. 

• Include departments in the 
planning process. 

OBJECTIVE DRIVEN 

• Define SMART objectives 
and used them to evaluate 
exercise deliverables.   

• Identify a specific scope and 
anticipated outcomes.

• Outline participant 
expectations and 
responsibilities.

PROCESS IMPROVEMENT

• Request feedback from all 
participants and observers. 

• Develop an After-Action 
Report / Improvement 
Plan. 

• Utilize opportunities to 
drive adjustments and 
updates to process. 



SUMMARY 
• Cyber Security attacks in healthcare often result in 

extended downtimes and potential impacts to patient 
care.

• Current downtime and continuity plans rarely offer the 
necessary level of preparedness. 

• It is imperative to develop a more resilient approach to 
extended downtime response.



QUESTIONS
Lisa Bisterfeldt 
Program Manager, Cyber Resiliency 
St. Luke’s Health System
bisterfl@slhs.org 

mailto:bisterfl@slhs.org
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